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Crime Prevention Tips: 

 
Know the phone number 

that is displayed before 

you answer your phone! 

 

Be aware of your 

surroundings. 

 

Appear strong and 

confident. 

 

Always trust your 

instincts! 

A scam is circulating that may consist of an email similar to this: 

"I know, [REDACTED], is your password. You don`t know me and you`re thinking why 

you received this e mail, right?"  

The author of the email explains malware has been placed on your computer giving 

him access to the webcam, emails, as well as Messenger and Facebook accounts. The 

email further indicates the author has evidence of pornographic or subversive websites 

you have visited and they have even recorded you on your webcam. 

The email goes on to say to keep the secret you will need to make a payment through 

Bitcoin or some other means. This can definitely be frightening.  Consumer Reports 

says over two billion emails and passwords have been exposed in data breaches.  

Experts also say the people sending the emails probably do not have access to your 

computer or your accounts and they probably do not know anything about you.  They 

are simply using your stolen data or intimidation in an effort to extort money from you. 

 
Email Extortion Prevention Tips: 

 

1. Use better passwords. Long, random sets of uppercase and lowercase 

letters and special characters are best.   

2. Don’t use the same password for multiple accounts.  Change your 

passwords frequently, at least every 90 days and don’t reuse the last 12 

passwords.  Using a password manager can assist with this daunting task. 

3. Turn on two-factor authentication.  This requires you to use a second form 

of identification, such as a code texted to your phone, in addition to your 

password. 

4. Guard your information. Make sure that your social media posts are 

restricted to people you actually know.  

5. Make sure to use antivirus software and update it regularly. 

 
Reporting: 

Always report suspicious activity to the Hanover County Sheriff’s Office at 804- 

365-6140 or in emergencies, 9-1-1. Other non-emergency information can be 

shared at SHIELD@hanovercounty.gov.  You can also report email scams to the 

FBI IC3 at: https://www.ic3.gov/default.aspx 
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